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Safety Information

Electrical safety

® To prevent electrical shock hazard, disconnect the power cable from the electrical outlet before relocating the
system.

® When adding or removing devices to or from the system, ensure that the power cables for the devices are
unplugged before the signal cables are connected. If possible, disconnect all power cables from the existing
system before you add a device.
Before connecting or removing signal cables from the motherboard, ensure that all power cables are unplugged.
Seek professional assistance before using an adapter or extension cord. These devices could interrupt the
grounding circuit.
Make sure that your power supply is set to the correct voltage in your area.
If you are not sure about the voltage of the electrical outlet you are using, contact your local power company.
If the power supply is broken, do not try to fix it by yourself. Contact a qualified service technician or your local

distributor.

Operation safety

® Before installing the motherboard and adding devices on it, carefully read all the manuals that came with the
package.

® Before using the product, make sure all cables are correctly connected and the power cables are not damaged. |
you detect any damage, contact your dealer immediately.
To avoid short circuits, keep paper clips, screws, and staples away from connectors, slots, sockets and circuitry.
Avoid dust, humidity, and temperature extremes. Do not place the product in any area where it may become
wet.
Place the product on a stable surface.

If you encounter any technical problems with the product, contact your local distributor

Statement
® All rights reserved. No part of this publication may be reproduced in any form or by any means, without prior
written permission from the publisher.

All trademarks are the properties of the respective owners.

All product specifications are subject to change without prior notice
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Revision History

Revision Date (yyyy/mm/dd) Changes
Version 1.0 2019/05/23 Initial release
Packing list

[ ] AV710 Rugged Fanless System
[ ] CD (Driver + Quick Installation Guide)

ﬂ"lel'ing information

Model Number Description

AV710 IP65 MIL-STD-810G Rugged Computer with Intel® Core i7-6822EQ,
9V to 36V DC-in, Extended Temp -40 to 70°C

1720

If any of the above items is damaged or missing, please contact your local distributor.
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Perfectron RoHS Environmental Policy and Status Update

ROHS Perfectron is a global citizen for building the digital infrastructure. We are committed to providing
Compliant

green products and services, which are compliant with

European Union RoHS (Restriction on Use of Hazardous Substance in Electronic Equipment) directive 2011/65/EU, to be

your trusted green partner and to protect our environment.

In order to meet the RoHS compliant directives, Perfectron has established an engineering and manufacturing task force
to implement the introduction of green products. The task force will ensure that we follow the standard Perfectron
development procedure and that all the new RoHS components and new manufacturing processes maintain the highest

industry quality levels for which Perfectron are renowned.

The model selection criteria will be based on market demand. Vendors and suppliers will ensure that all designed

components will be RoHS compliant
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Chapter 1: Product Introduction

1.1 Key Features

CPU Intel® Core™ i7-6822EQ Processor (8M Cache, up to 2.80 GHz)
Memory Type 2 x DDR4 SO-DIMM up to 32GB
BIOS AMI® BIOS

Storage Device

DC-In

1 x 2.5” SATA SSD

1 (Amphenol TVO7RW-11-54P)

Power Button

1 x Power Button with LED backlight

Ground Screw

1(M4)

Construction

X1 1 x LAN (Amphenol TVO7RW-13-98S)
X2 1 x LAN (Amphenol TVO7RW-13-98S)
X3 2 x USB (Amphenol TVO7RW-13-98S)
X4 2 x COM (Amphenol TVO7RW-13-35S)
X5 1 x VGA (Amphenol TVO7RW-13-98S)

Aluminum chassis with fanless design

Power 9V to 36V DC-in

Requirements

Dimension 230 x 83 x 280mm

(WxHxD) (9.06" x3.27" x 11.02")

Operating Temp. -40 to 70°C (ambient with 0.7m/s airflow)
Storage Temp. -40 to 85°C

Relative Humidity

5% to 95%, non-condensing

* Specifications are subject to change without notice*
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1.2 Dimensions
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1.3 Panel Component
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DC-IN | DC-IN 9-36V

X1 1 x Gigabit Ethernet Port

X2 1 x Gigabit Ethernet Port

X3 2 x USB2.0 Ports

X4 2 x RS232 Ports

X5 1 x VGA Port
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Chapter 2: Connector pin definition

2.1 DC-IN

Pin | Definition

A V+

B V+ " @N
c |V \w o/
Fo|V-

2.2LAN (X1, X2)

Pin | Signal

DO+

DO-

D1+

D1-

D2+

D2-

D3+

D3-

NC

Rl“|lT|oo|mMm MO O |®@|>

NC

2.3USB (X3)

Pin | Signal

VCC

Data -

Data +

GND

VCC

Data -

Data +

GND

NC

Rl“|lZT|aoo|mMm MmO | O |®|X>

NC
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2.4COM (X4)

Pin | Signal Pin Signal

DCD 11 DCD

RXD 12 RXD

TXD 13 TXD

DTR 14 DTR

GND 15 GND

DSR 16 DSR

RTS 17 RTS

CTS 18 CTS

OO N[O UV | D W|N |

RI 19 RI

[EY
o

GND 20 GND

N
=

GND

N
N

GND

2.5VGA (X5)

Pin | Signal

RED

GREEN

BLUE

Ground

V-Sync

H-Sync

SCL

SDA

+5Vcc

Rl“|lZT|ao|mMm MmO O |®|X>

Ground

10
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Chapter 3: AMI BIOS UTILITY

This chapter provides users with detailed descriptions on how to set up a basic system configuration
through the AMI BIOS setup utility.

3.1 Menu Structure

This section presents the six primary menus of the BIOS Setup Utility. Use the following table as a
quick reference for the contents of the BIOS Setup Utility. The subsections in this section describe
the submenus and setting options for each menu item. The default setting options are presented in

bold, and the function of each setting is described in the right hand column of the respective table.

Advanced Save & Exit
- BIOS Information - CPU > - Passward Description - - Boot Configuration = | - ResetOptions &
- Processor Information - Memory - - Secure Boot Menu - C5M Configuration = | - Save Options -
- PCH Infarmation - Graphics -
- System > - BATA >
Management . USB -
- System Date - Network -
- System Time PClandFCle B
- Super 10 >
- ACPl and >
Power Management
- Sound >
- Serial Port >
Console
- ICC >
- Thermal >
- Miscellaneous  w
= AMI Graphic Qutput
Protocol Policy

11
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3.2 Main

The Main Menu provides read-only information about your system and also allows you to set the

System Date and Time. Refer to the tables below the screen shot of this menu for details of the

submenus and settings.

3.2.1 BIOS Information

Feature Options Description
BIOS Vendor Info only BIOS Vendor
Core Version Info only Kemnal code version
Compliancy Info only UEF! code support
Project version Info only ADLINK BIOS version
Build Date and Time Info only ADLINK date the BIOS was build
Access Level Info only Access Level

3.2.2 Processor Information
Feature Options Description
CPU Brand String Info only Display CPU Brand Name.
Frequency Info only Display CPU Frequency.
Processor ID Info only Display CPU ID.
Stepping Info only Display CPU Stepping.
Number of Processors Info only Display number of Processors.
GT Info Info only Display GT info of Intel Graphics.
IGFX VEIOS Version Info only Display VBIOS Version.
Total Memory Info only Display installed memory size.

3.2.3 PCH Information

Feature Options Description

PCH Name Info only Display PCH name.

PCH SKU Info only Display PCH SKU.

Stepping Info only Display PCH stepping.

ME FW Version Info only Display version of ME.

ME Firmware SKU Info only Display ME Firmware Kit SKU number.
System Management Submenu
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3.2.3.1 PCH Information System Management

Feature Options Description
System Management Info only
Version Info only Display version.

3.2.4 System Management

3.2.4.1 System Management > Board Information

Board Information Info only Description
SMC Firmware Read only Display SMC Firmware.

Build Date Read only Display SMC firmware build date.
SMC Boot loader Read only Display SMC boot loader.

Build Date Read only Display SMC boot loader build date.
Hardware Version Read only Display SMC hardware Version.
Serial Number Read only Display SMC serial Number.
Manufacturing Date Read only Display SMC manufacturing date.
Last Repair Date Read only Display SMC last repair date.

MAC ID Read only Display SMC MAC ID
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3.2.4.2 System Management > Temperatures and Fan Speed

Feature Options Description
Temperatures and Fan Info only
CPU Temperature Info only
Current Read only Display CPU current temperature.
Startup Read only Display CPU startup temperature.
Min Read only Display CPU min temperature.
Max Read only Display CPU max temperature.
Board Temperaftures Info only
Current Read only Display board current temperature.
Startup Read only Display board startup temperature.
Min Read only Display board min temperature.
Max Read only Display board max temperature.
CPU Fan Speed Read only Display CPU fan speed.
System Fan Speed Read only Display system fan speed.

3.2.4.3 System Management > Power Consumption

Feature Options Description

Power Consumption Info only
Current Input Current Read only Display input current.
Current Input Power Read only Display input power.
VCC_CORE Read only Display actual voltage of the VCC_CORE
VGFX Read only Display actual voltage of the VGFX
VMEM Read only Display actual voltage of the VMEM
5VSB Read only Display actual voltage of the 5VSB
VIN Read only Display actual voltage of the VIN
5V Read only Display actual voltage of the 5V
33V Read only Display actual voltage of the 3.3V
3.3VSB Read only Display actual voltage of the 3.3VSB
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3.2.4.4 System Management > Runtime Statistics

Feature Options Description
Runtime Statistics Info only
Total Runtime Read only The retumed value specifies the total time in minutes the system
is running in SO state.
Current Runtime Read only The retumed value specifies the time in seconds the system is
running in S0 state.
This counter is cleared when the system is removed from the
external power supply.
Power Cycles Read only The retumed value specifies the number of times the external
power supply has been shut down
Boot Cycles Read only The Bootcounter is increased after a HW- or SW-Reset or after a
successful power-up.
Boot Reason Read only The boot reason is the event which causes the reboot of the
system.

3.2.4.5 System Management > Flags

Feature Options Description
Flags Info only
BMC Flags Read only
BIOS Select Read only Display the selection of current BIOS ROM.
ATX/AT-Mode Read only Display ATX/AT-Mode.
Exception Code Read only System exception reason.

3.2.4.6 System Management > Power Up

Feature Options Description
Power Up Info only
Power Up watchdog Enabled The Power-Up Watchdog resets the system after a certain
Attention: F12 disables the Power Up Watchdog. | Disabled amount of time after power-up.
ECO Mode Disabled Reduces the power consumption of the system.
Enable
Power-up Mode Turn on Turn On: The machine starts automatically when the power
Attention: The Power-Up Mode only has effect, | Remain off supply is tumed on.
if the module is in ATX-Mode. Last State Remain Off: To start the machine the power button has to be
pressed.
Last State: when powered on during a power failure the system
will automatically power on when power is restored
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3.2.4.7 System Management > LVDS Backlight

Feature Options _ Description
LVDS Backlight Info only
LVDS Backlight Bright 255 The value range starts by 0 and ends by 255.

3.2.4.8 System Management > Smart Fan

Feature Options Description
Smart Fan Info only
CPU Smart FanTemperature Source | CPU Sensor Select CPU smart fan source.
Board Sensor
CPU Fan Mode AUTO (Smart Fan) Select CPU Fan Mode.
Fan Off
Fan On
PWM Level 100 Note: This option is hidden unless the user selects CPU FAN
Mode as “Fan On"
CPU Trigger Point 1 Read only
Trigger Temperature 15 Specifies the temperature threshold at which the BMC turns on
CPU fan with specific PWM level.
PWM Level 30 Select PWM level.
CPU Trigger Point 2 Read only
Trigger Temperature 60 Specifies the temperature threshold at which the BMC turns on
CPU fan with specific PWM level.
PWM Level 40 Select PWM level.
CPU Trigger Point 3 Read only
Trigger Temperature 70 Specifies the temperature threshold at which the EMC turns on
CPU fan with specific PWM level.
PWM Level 63 Select PWM level.
CPU Trigger Point 4 Read only
Trigger Temperature 80 Specifies the temperature threshold at which the BMC turns on
CPU fan with specific PWM level.
PWM Level 100 Select PWM level.
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3.2.5 System Date and Time

Feature

Options Description
System Date Weekday, MM/IDD/YYYY Requires the alpha-numeric entry of the day of the week, day of the
month, calendar month, and all 4 digits of the year, indicating the
century and year (Fri XX/XX20XX)
System Time HHMM/SS Presented as a 24-hour clock setting in hours, minutes, and seconds

17
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3.3 Advanced
This menu contains the settings for most of the user interfaces in the system
3.3.1CPU
Feature Options Description
CPU Info anly Manufacturer, model, speed
CPU Signature Inf only Display CPU Signature.
Microcode Faich Info anly Display Microcode Patch.
Max CPU speed Info only Display Max CPU spesd.
Min CPU speed Info anly Display Min CPU speed.
CPU Speed Info anly Display CPU Speed.
Processor Cores Info anly Display Processor Cores.
Hyper Threading Technalogy Info anly Display Hyper Threading Technology support or not.
Inted VT-x Technology Info anly Display Intel VT-x Technology support or not.
Inted SMX Technology Info anly Display Intel SMX Technalogy support or not
64 hit Info anly Display 64 bit support or not
EIST Technology Info anly Display EIST Technology suppart ar not
CPU C3 state Info anly Display CPU C3 state support or not
CPU Ch state Info anly Display CPU Cé state support or not
CPUCT state Info only Display CPU C7 state support or not
L1 Data Cache Info anly Display cache info.
L1 Code Cache Infy only Display cache info.
L2 Cache Info anly Display cache info.
L3 Cache Inf o only Display cache info.
L4 Cache Inf o only Display cache info.
Hyper-threading Disabled Enabled for Windows XF and Linux (035 optimized for Hyper-
Enabled Threading Technology) and Disabled for other OS (05 not optimized
for Hyper-Threading Technology). When Disabled only one thread
per enabled core is enabled.
VTd Disabled Check to enable VT-d function on MCH.
Enabled
Inted Virtualization Technology Disabled Enable/Disable support for the Intel virtualization technalogy.
Enabled
Intel{R) SpeedStep(TM) Disabled Allows more than two frequency ranges to be supported.
Enabled
Turbe Mode Disabled Turbe made.
Enabled
Configurable TDP Boot Mode Nominal Configure TOP Mode as NominalDown/Deactivate. Disabled option
Down will set MSR to Nominal and MMIO to Zero.
Deactivate

18
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Feature Options Description
Config TOP Lock Disabled Configurable TDP Mode Lock sets the Lock bits an
Enabled TURBO_ACTIVATION_RATIO and CONFIG_TDP_CONTROL
Note: When CTDP Lock is enabled Custorn ConfigTDP Count will be
forced fo 1 and Custom ConfigTDP Boot Index will be forced ta 0.
Custom Configurable TDP Disabled Custom Configurable TDP settings
Enabled
Power Limit 1 15W XE SKL: Any value can be programmed. Overclocking SKU: Value
20W must be between Max and Min Power Limits (specified by
26\ PACKAGE_POWER_SKU_MSR). Other SKLs: This value must be
between Min Power Limit and TDP Limit.*
ow
5w

Power Limit 1 Window

STEBLHEEEBBEBsEgsT YT Ao %

128

Power Limit 1 Time Window value in seconds. The value may vary
from 0 to 128. If the value is 0, default values will be programmed (28
sec for Maobile and 1 sec for Desktop). Indicates the time window over
which TDPF value should be maintained.

CPU C state

Disabled
Enabled

Enable or disable CPU C states

C-State Auto Demotion

Disabled
C1

C3
C1andC3

Configure C-State Auto Demotion

Package C State limit

Coic
c2
C3
Ch
o
Auto

Package C State limit

Intel TXT(LT) suppart

Disabled
Enabled

Enables or Disables Intel{R) TXT(LT) support.

19
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Feature

CPU DTS

Options

Disabled
Enabled

Description

Enable/Disable CPU DTS,

ACPI 3.0 T-state

Disabled
Enabled

Enable/Disable ACPI 3.0 T-States.

3.3.2 Memory

Feature

Memory RC Version

Options

Info only

Description

Display Memory Reference Code Version.

Memory Frequency

Info only

Display Memoary Fraquency.

Total Memary

Info only

Display Total Memory.

VoD

Info only

Display Memoary Voltage.

DIMIEDA

Info only

Display DIMMADM .

Memory Timings

Info only

Display Memory timings

XMP Profile 1

Info only

Display XMP Profile 1 support or not.

XMP Profile 2

Info only

Display XMP Profile 2 support or not.

12C Write Protect Control

Active
Write Protect

[2C write protect control

SPD Write Protect

Enabled
Disabled

Enable:Writes to SMBus slave addresses Ah - AEh are disabled.

Maximum Memary Frequency

Auto
1067
1200
1333
1400
1600
1800
1667
2000
2133
2200
2400
2600
2800
2833
3000
3200

Maximun Memary Frequency Selections in MHz

Max TOLUD

Dynamic
1GB
125GB
15GB
1.75GB
2GB
225GB
25GB
275GB
3GB
325GB
35GB

Maximum Value of TOLUD. Dynamic assignment would adjust
TOLUD automatically based on largest MMIO length of installed

graphic controller.

20
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3.3.3 Graphics

Faature Options Description

Graphics Configuration Info only

IGFX VBIOS Version Info only Display VEIOS Version.

Graphics Turbo IMON Cumant K1 | Graphics turbo IMON curment values supported (14-31).

Primary Display Auto Select which of IGFX/PEGIPC| Graphics device should ba Primary
IGFX Display Or select SG for Switchable Gk

PEG
PCIE

Primary PEG Auto Select PEGUPEG1/PEG2PEG] Graphice device should be Primary
PEG! PEG.
PEG2

Internal Graphics Auto Keep IGD enabled based on the setup options.
Disabad
Enabled

Aperiure Size 12BMB Select the Aparture Size,
256MB
512MB
1024MB
204BMEB
400EME

DVMT Pra-Allocated 3IM Salect DVMT 5.0 Pre-Allocated (Fixad) Graphics Mamory size usad
B4M by the Intemal Graphics Device.

9EM
126M
160M
192M
224M
256M
2BEM
320M
352M
3B4M
416M
448M
4B0M
512M
10248
1536M
2048M
4M

EM
12M
1E6M
20M
24M
2EM
32ZMFT
3EM
40M
44M

21
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Feature

Options

Description

DVMT Pra-Allocated {cont'd)

4EM
52M
56M
GOM

DVMT Total Gix Mem

128M
256M
MAX

Select DVMTS0 Total Graphic Memory size used by the Intemal
Graphics Device.

Gfx Low Power Mode

Enabiled
Digablad

This aption is applicable for SFF only.

EDP 1o LVDES Bridge Configuration

Inifo anly

Data Format and Color Depth

VESA 24 bpp
JEIDA 24 bpp
JEIDAIVESA 18 bpp

Data format and coler depth salect

LVDS Cutput Mode

Single LVDS bus
Dual LVDE bus

Single/Dual mode salect

DE Polarity

Active High
Active Low

DE Polarity salect

Veyne Polarity

Active High
Active Low

Weyne Polanty salect

Hsyne Polarity

Active High
Active Low

Hsync Polarity select

LVDSleDP Backlight Mode

BMC Mode
GTT Moda

Select LVDS Backght control function.

GTT LVDSfeDP Backlight Cantrol

0%
20%
40%
B0%
BO%
100%

Aciual backlight value in percent of the maximum setfing.

DO function choose

Dizsplay Port
HDMI

Salect DD function choose 1o display port or HDML

Primary IGFX Boot Display

VBIOS Default
EFP

LFP

EFP3

EFP2

Salect the Video Device which will be activated during POS.

Select Secondary Display

Disabled

Select Secondary Desplay Device.

LCD Panel Type

VBIOS Default
G40x 480
GO0
1024758
12601024
140031050
16001200
13663768
1601050
19201200
14406300
160000

Select LCD panal used by Imermal Graphics Devica by selaching the
appropriate setup item.
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Feature
LCD Panal Type (eont'd)

1024xTe8 LVDS2
126006800
192001080

204BX 1536

Description

Active LFP

Mo LVDS
eDP Port-A

Salect the Active LFP Configuration.

Paned Scaling

Auto
O
Force Scaling

Salect the LCD panel scaling option used by the Intemal Graphics
Dienvice.

RCE{Render Standby)

E nabled
Disabled

Chack to enable render standby suppor
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7.3.4 SATA

Featuwre Options Description

SATA Controller(s) Enabled Enable/Tesabla SATA Devica.
Disablad

SATA Mode Selection AHCI Determines how SATA contrallers) operate.
RAID

SATA Spead Salection Default Indicates the maximum spead the SATA controller can suppon.
Gen1
Gen2
Gen3

SATA Tast Mode Enablad Test Mode Enabla/Disable (Loop Back)
Dizablad

SATA Port Configuration Submenu

Software Feature Mask Configuration Inifi cindy

RaID0 Enabled Enabla/Disabla FAIDD faatune.
Dizahlad

Rl Enabled EnableDesable RAID1 featune.
Disablad

RaIto Enabled EnableDesable RAIDI0 featune.
Dizabled

RAIDS Enabled Enable/Disable RAIDS featune.
Dizablad

Intel Rapid Recovery Technology Enabled Enable/Desable Intel Rapid Recovery Technoogy.
Disablad

OROM Ul and BANNER Enabled If enabled, then the OROM LI is shown. Otherwiza_ no OROM
Dizablad bannar or information will be displayed if all disks and RAID volumes

are Normal.

HOD Unlock Enabled [f emablad, indicates that the HDD password undock in the 05 is
Disahlad enabled.

LED Locate Enabled If enablad, indicates that the LEQ'SGPID handware is atiached and
Dizablad ping 1o locate feature = enabled on the OS.

IRRT Only on ESATA Enabled [f enablad, ten only IRRT volumeas can span infermal and eSATA
Dizaklad drives. |f disabled, then any RAID volume can span intarnal and

aSATA drives.

Smart Response Technology Enabled Enable/Disable Sman Responze Technokagy.
Dizabled

OROM Ul Detay 2 Seconds Salect the delay time of the DROM Ul Splash Screen in a normal
4 Secands Slahus.
& Seconds
& Seconds

RST Force Form Enabled Enable/Disable Form for Intel Rapid Storage Technology.
Disabled

Aggressive LPM Support Enabled Enable PCH 1o aggressively anter ink power state.
Dizablad
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3.3.4.1 SATA > SATA Port Configuration

Feature Options Description
SATA Port Configuration Infiy iy
Port X Digablad Enable/Disable SATA Port.
Enabbed
Hat Plug Disabled Designatas this port as Hot Pluggable.
Enabled
External SATA Disabled Extamal SATA Support.
Enabled
Spin up Device Disabled On an adge detect from 0 to 1, the PCH starts a COMRESET
Enabled iniiakzation sequence o the device.
SATA Device Typa Hard Disk Drive Identify the SATA port ks connacted to Sobd State Drive or Hard
Solid State Drive Disk Drive.
Topology Unknown Identify the SATA Topology if it is Default, ISATA, Flex,
ISATA DirectConnact or M2,
Direct Connect
Flex
Mz
Devica Skaap Disabled mSATA for RTD3
Enabled
SATA DEVSLEP Idle Timeout Configuration Disabled EnableTesable SATA DTIO Configuration
Enabled
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7.3.5 USB
Feature Options Description
LUSB Confiquration Submenu
LUSB Module YVersion Info only
LUSB Davices Info only X Drive, X Keyboands, X Mousa, X Hubs
Legacy ISB Support Enabled Enables legacy USE suppor.
Disabled Auto oplion disables kegacy support if no USE devicas ane
Aulo connectad.
Dizable opbon will keap USB devices available only for EFI
applications and satup.
XHC! Hand-off Enabled This is a workaround for O5es without XHCI hand-off support. The
Disabdad XHC| ownerzhip change should be claimed by the XHCI OS driver.
USE Mass Storage Driver Suppon Enabled Enable/Desable USE Mass Storage Driver Support.
Disabled
Port 6064 Emukation Enathad Enables I'0 port G00G4h armulation suppor. This should be enabled
Dizabled for the complete USB keyboard legacy support for non-LUSE aware
OSes.
LJSE hardware delays and time-ouls: Info only
LJSB transfer time-out 1sec The time-out value for Controd, Bulk, and Intemupt transfers
5 sec
10 s8¢
20 sec
Dewica resat tirme-aut 10 s8¢ UISB mass storage devica Start Unit command time-out.
20 sec
30 sec
40 sec
Dewice power-up delay Auto Maximurn Bime the device will take bafore it propedy reports itself o
Manual the Host Controller_ " Aulo’ uses default value: for a Root port it is 100
ms, for a Hub por the delay is taken from Hub descriptor.
Mass Storage Devicas Info only List current USE max stroge devica.
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3.3.5.1 USB > USB Configuration

Feature

Options

Description

|ISB Precondition Dizabled Precondition work on USE host confroller and root ports for
E nabdesd faster anumaration.

XHCI Disable Compliance Mode FALSE OpBons to disable Compliance Mode. Default is FALSE to not
TRUE disabde Complance Mode. Sat TRUE 1o disable Complance

Mode.

XDC| Suppart Dizabled Enabla/Dizable XDCI (USE OTG Device)
Enabled

USH Port Disable Overmide Dizabled Salectivaly Enable/Disable the cormasponding USE port from
Salect Per-Pin reporting a Devica Connecion to the controller.
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3.3.6 Network
Feature Options Description
Nebwork Stack Info anly
Nebwork Stack Enabled Enable/Desable UEFI network stack.
Dizabled
PCH LAN Controllar Enabiled Enable/Desable onboard MIC.
Disabled
Wake on LAN Enabled Enable/Desable integrated LAN to wake the system. (The Wake On
Dizabledd LAN cannol be disabled if ME is on 3t Sx state.
AMT Configuration Infx only
Inted AMT Enabled Enable/Desable Intel (R) Active Management Technology BIOS
Dizabled Exiension.
BIOS Hotkey Preszad Enabled Enable/Desable BEOS hotkey prass.
Dizabled
MEBx Selection Screen Enabled Enable/Disable MEBx selaction screen.
Dizabled
Hide Un-Corfigure ME Confirmation Enabiled Hide: Un-Configure ME without password Confirmation Prormpd.
Dizabled
MEBx Dabug Message Oulput Enabled Enable MEBx dabug message output.
Dizabled
Un-Configure ME Enabled Un-Configure ME without password.
Dizabled
Amt ¥ait Timer o Sat timer ko wail bafiore sending ASF_GET_BOOT_OPTIONS.
Disabla ME Enablad Sat ME to Soft Termporary Disabled.
Dizabled
ASF Enabiled Enable/Desable Alert Specification Format.
Dizabledd
Activate Ramole Assistancs Process Enabled Trigger CIRA boat.
Dizabled
USB Configure Enabled EnableDisable USE Configure function.
Disablad
PET Prograss Enabled User can Enable/Disable PET Events prograss o racieve PET
Disablad avants of not.
AMT CIRA Timaout ] DEM defined timaout for MPS connection 1o be establshed. 0 - use
the default Bmeout value of 60 seconds. 255 - MEBX wasts undil the
CONNEction succesds.
Watchdog E rabed EnableDisable WatchDog Timer.
Dizabled
05 Timer Sat OS5 watchdog tirmer,
BIOS Timear Sat BIOS watchdog timer,
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3.3.7 PCl and PCle

Feature Options Description
PCI Common Settings Iy only
PCIE Ports 14 Configuration 4x1 Paort Configures PCI-E Port 1-4 of PCH.
1%2 21 Port [4X1]: Port 14 (x1) and Port 8 (x1)
243 P [122 w1} Port 1 (x2), Port 2 (disabled), Ports 3 and Port 4 (x1)
14 Port [2¢2]: Port 1-2 (x2) and Port 34 (x2)
. [1x4]: Port 1 (x4), Ports 2-4 (dizablad)
PCIE Ports 5-8 Configuration 4x1 Port Configures PCI-E Port 5-8 of PCH.
12 T1 Port [4X1]:Port 5-6 {x1) and Port 8 {x1)
[122 2x1} Port 5 {x2), Port 6 (disabled), Ports 7 and Port & (x1)
PCl Latancy Timer 32PCl Bus Clocks Value 1o be prograrmmed into PCI Latency Timer Reqgistar.
4 PCl Bus Clocks
96 PCI Bus Clocks
126 PCI Bus Clocks
160 PCI Bus Clocks
192 PCI Bus Clocks
224 PCI Bus Clocks
248 PCI Bus Clocks
PCl-X Latency Timer 32 PCl Bus Clocks Value 1o be prograrmmed into PCI Latency Timer Reqgistar.
64 PCl Bus Clocks
96 PCl Bus Clocks
128 PCI Bus Clocks
160 PCI Bus Clocks
182 PCI Bus Clocks
224 PCI Bus Clocks
248 PCI Bus Clocks
VGA Palette Snoop Disabled Allow PCI cards that do not contain their own VGA color palette to
Enabled access the wideo core's paletie
PERRE Genaration Dizabled Enables or Disables PC| Davics 1o Generata PERR#.
Enablaxd
SERRE Generation Disabled Enables/Disables PCl Device to Generate SERR#.
Enabled
PCI Expease Configuration Submmenu
PEG Configuration Subamsniu
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3.3.7.1 PCl and PCle > PCI Express Configuration

Feature Options Description
PCI Express Configuration Info only
PCI Express Clock Gafing Digabdad Emabla/Dizable PCI Exprass Clock Gating for each root port.
Enabiled
DM Link ASPM Control Dizabled Enabla/Disable control of Active State Power Management on
Enatlad both MB side and SB side of the DMI Link.
PartBuh Decode Dizabled Portbxh Decode
Enabled
Compliance Test Mode Disabled Compliance Test Mode
Enablesd
PCI Exprass Gen3 EQ Lanes Submenu
PCl Exprass Roat Part X Submenu

PCl and PCle > PCI Express Configuration > PCl Express Gen3 EQ Lanes

Feature Description

Owvarride SW EQ settings Disabled Ovarnide SW EQ satlings
Enabled
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PCl and PCle > PCl Express Configuration > PCI Express Root Port X

Featura Options Description
PCI Exprazs Root Port Diizabled Contral the PCI Express Roat Port.
Enabled
Topology Unknown Identify the SATA Topalogy: Default, ISATA, Flax,
i DirectConnect or M2.
x4
Sata Express
M2
ASPM Support Dizabled Sel the ASPM Level,
L0z Forca Ls - Force all links fo LOs State
L1 Auto - BIOS auto configure;
LOsL1 Dizablad - Disables ASPM
Auta
L1 Substates Dizabled PCl Express L1 Substates selfings.
L1
L1.2
L11&L1.2
Gend Eq Phased Mathod Hardwana PCla Gan3 Equalization Phase 3 Mathod
Static Coeff
Software Search
UPTR ] Upstream Port Transmittar Praset
DPTP T Downsiream Port Transmitter Presat
ACS Dizabled Enable/Disable Access Control Servica Extend Capability
Enabled
URR Dizabled Enable/Disable PCI Express Unsupportad Request
Enabled Reporting.
FER Dizabled Enable/Disable PCI Express Device Fatal Error Repoting.
Enablad
MFER Disabled EnablaiDizable PCI Exprass Device Non-Fatal Eror
Enablexd Reporting.
CER Disabled EnableiDisable PCI Express Device Corectable Eror
Enabled Reporting.
CTO Disabled EnableDizable PCI Exprass Complation Timer TO.
Enabled
SEFE Disabled EnableiDisable Root PCI Express System Error on Fatal
Enabled Emor.
SENFE Disabled Enable/Dizable Root PCI Exprass System Emror on Non-
E nablesd Fatal Ernos.
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Options

Description

SECE Dizabled Enable/Dizable Root PCI Exprass System Emror on
Enabled Cormactable Ermor.
PME SCI Digabled Enable/Dizable PCI Express PME SCI.
Enabled
Hot Plug Dizabled Enable/Dizable PC| Express Hot Plug.
Enabdedd
Advanced Error Reporting Disabdadd Advanced Eror Reporting EnabledDisable
Enabled
PCle Spead Auto Selact PCl Express port spead.
Gent
Gen2
Gend
Transmitier Half Swing Disabled Transmitter Half Swing Enable/Disabla_
Enabled
Dastect Non-Compiance Dizabled Datact Mon-Complance PCI Express Device. If enabled, it
Enailad will take more time at POST time.
Esxtra Bus Resened 0 Extra Bus Resarved (0-7) for bridges behind this Root
Bridge.
Reseved Mamory 10 Rezarsed Mamaory Range for this Root Bridge.
Prefetchable Memory 10 Prafeichable Mamany Range for this Root Bridge.
Reserved LD 4 Resarved 10 (dKBRM ZKAEKS . 4BK) Range for this Root
Bridge.
PCIE Cp 2 Gend Equalization sattings for physical PCle lana
PCIE Cm B Gend Egualization sattings for physical PCle lane
PCIELTR Disabbad PCIE Latency Reporting Enabla/Desable.
Enabiled
PCIE LTR Lock Dizabled PCIE LTR Configuration Lock.
Enabled
PCIE1 CLKREQ Mapping Override Drafaul PCIE CLEREQ Orarmide for default platform mapping
Mo CLKREQ

Custom numbar

Snoog Latency Cearmd

Disabled
Manual
At

Snoop Latency Ocerride for PCH PCIE.

Man Snoop Latency Ooaid

Disabled
Manual
Aurto

MWon Snoop Latency Ocarride for PCH PCIE.
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3.3.7.2 PCl and PCle > PEG Configuration

Feature Options Description
PEG Configuration Info only
PEGO Mot Present Display PEGO presant or not.
Enable Root Port Disabled Enable/Disable the Root Port.
Enabled
Auto
Ik Link Speed Auto Configure 0:1:0 Max Spead
Geni
Gen2
Gend
PEGD Slot Power Limit akse 75 Sats the upper Bmit on power supplied by slot. Power limit (in
waits) is calculated by muliphying this vahee by the Slot Powear
Limit Scale. Values 0-255
PEGD Slot Power Limit Scale 1.0x Salact the scale used for the Slot Power Limit Value.
01x
0.01x
0.001x
PEGO Physical Sot Mumber 1 Sat the physical slol number attached 1o this Port. The number
has to be globally unigue within the chassiz. Values 0-8191
Detect Mon-complianca Device Disabbed Detect Mon-Compliance PCI Exprass Device in PEG.
Enabled
Program PCla ASPM after OpROM Dizabbed Enabled: PCle ASPM will ba programmed afier OpROM.
Enabled Desabled: PCla ASPM wil be prograrmimed before OpROM.
Program Static Phaze! Eg Enabiled Program Phase1 Prasets/CTLED
Disable
Gend Root Port Presel Value for T Root Port preset value per lane for Gend Equalization
sach lane 0~15
Gen3 Endpoint Praset value for T Endpoint preset value per lane for Gen3 Equalization
sach Lane 0-15
Gen3 Endpoant Hint value for 2 Endpaint Hint value per lane for Gen3 Equalzaion
sach Lane [-15
PEG Gen3 RxCTLE Contral 0=7 i PEG Gan3 RxCTLE Conirol per Bundie
Always Atternpt SW EQ Dizabbed Always Atempt SW EQ, aven it has been done once
Enabled
Mumber of Presats io test 1,35 Choose between 73,5 and 0-9. Auto = current default for CPU
0-9
Auto
Allow PERSTE GPIO Lsage Enabiled Enable/Dezable GPHO-based rasets to PEG endpoini(s) during
Disable margin search, if neadad
SW EQ Enable VOC Jithar Only Tast Moda Salect Jitter & VOC test moda (default) or Jittar ondy test moda.
Jittar & VOO Tast Mode Auibo will eurment default (Enabbed)
Auto
Jittar Dwedl Time 3000 PEG Gen3 Preset Search dwedl time [[..65535] in [usac)
Jitter Error Targat 2 The rmargin search eror target value [1..65535]
VOO Dwedl Time 10000 The VOC margin search dwell tirme [0. 65535] in [usac]
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Feature Options Description

VO Error Tangat 2 The VOC margin search armor targel value [1..85535]

Generate BDAT PEG Margin Data Digabled Enable to generate BDAT PCle margin tables
Generale Port Jitber Data

PCle Rx CEM Tast Mode Digabled Enable/Disable PEG Rx CEM Loopback Mode
Enablad

PCle Spread Spactrum Clocking Enabled Allows disabling of Spread Spectrum Clocking for compliance
Dizable testing

3.3.8 Super 10

Feature Options Dezcription
Super K0 Chip Info only
WE362TDHG Super K0 Confguration Inf only
Serial Port 1 Configuration
Serial Port Enabled Enable/Disable Serial Port (COM).
Dizabded
Devica Saftings 10=3F8h; IRC=4 Fixed configuration of serial port.
Change Seftings Auto Salect an optimal satting for Super 10 davice.
[0=3F8h; IR0=4

|0=3FBh; IRC=34,56,79.10,11,12
|0=2F8h; IRC=34,56.79.10,11,12
|0=3E8h; IRO=34.567.910.11,12
|0=2E8h; IRO=34.56,7,910.11,12

Serial Port 2 Configuration

Serial Port Enabled EnableDisable Serial Port (COM).
Disabled

Devica Saftings |0=2F8h; IRC=3 Fied configuration of sesial port.

Change Seitings Auto Select an optimal satting for Super 10 devics.
|0=2FBh; [RO=3

10=3FBh; IRC=34 56,7 9.10,11,12
|0=2FBh; IRQ=3456.79.10,11,12
|C=3E8h; IRO=3456,7.910.11,12
|0=2E8h; IRO=3456,7.910.11,12

Device Mode Standard Serial Port Mode
IrDA Active pulse 1.6 uS

IrDA Active pulse 3116 bit time
ASKIR Mode
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Feature Options Description
N5104D Super 10 Configuration Irifis orily
Serial Port 1 Configuration
Serial Port Enabled Enable/Tesable Serial Port (COM).
Disabled
Devica Seffings [0=240h; IRC=T Fixed configuration of senal porl_
Change Setiings Auto Select an optimal setting for Super [0 device.
[0=240h; IRQ=T

[0=240h; IRQ=34,56,7,10,11,12
[0=248h; IRQ=34,56,7,10,11,12
[0=250h: IRC=34.5,6,7,10,11.12
[0=258h; IRO=34.56,7,10,11,12

Serial Port 2 Configuration
Serial Port Enabled Enable/Disable Serial Port (COM).
Disabdad
Devica Seffings [0=248h; IRQ=5 Fixed configuration of serial port.
Change Saftings Auto Select an optimal setting for Super [0 device.
|0=248h; IRG=5

[0=240h; IRC=34.56,7,10,11,12
|0=248h; IRO=34.56,7,1011,12
[0=250h; IRO=34.56,7,10,11,12
[0=2538h; IRQ=34,567,10,11,12
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3.3.9 ACPI and Power Management

Feature Options Description
ACP1 and Power Managemeant Info anly
Enable ACPI Auto Confiquration Enabled Enables or Disables BIOS ACP! Auto Confguration.
Disabled
Enable Hibemation Enabled Enables or Disables System abiity to Hibarmate (0554 Sleep
Digabled Staie). This opticn may ba not effective with some OS5,
ACPI Sleap State Suspend Disabled Salect ACP| sleep state the systern willl enter when the SUSPEND
£3 (Suspend to RAM) bution is pressed.
Lock Legacy Resourcas Enabled Enables or Desables Lock of Legacy Resources
Disabled
ACPI Low Power S0 Idie E mabdad Enable or Disabla ACPI Low Power S0 ldle Support.
Disabled
Emulation AT/ATX Emulation AT Salect Ernulation AT or ATX function. If this opfion set to [Emulabion
ATX AT]. BIOS will rapart no suspand funciions to ACP OS5, In windows
XP, it will make OS show shuldown message during systam
shuldown.
3.3.10 Sound
Feature Options Description
Sound Info only
HD Audio Disablesd Caontrol Detection of the HD-Audio device:
Enablad Desabled: HDA will be unconditionally disablad.
Auto Enabled: HDA will be unconditionally enabhed.
Aubo: HOA will be enabled if present, disabled other.
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3.3.11 Serial Port Console

Feature Options Description
Senal Port Console Info only
COM1 Info only
Console Redirection Enabled Console Redirection Enable or Disable.
Dizabled
Console Rediraction Saflings Submenu
COonz Info only
Console Redirection Enabledd Console Redirection Enable or Disable.
Dizabled
Console Redirection Seftings Submenu
COM3 Info only
Console Redirection Enablesd Console Redirection Enable or Disable.
Dizabled
Console Redirection Seftings Submenu
COnd Info anly
Console Redirection Enabded Console Redirection Enable or Disable.
Disabled
Console Rediraction Saflings Submenu
Legacy Console Redirection Info only
Legacy Console Redirection Setlings Submenu
Sarial Port for Out-of-Band Managament/ Info anly
Windows Emergency Managemeant Services
[EMS)
Console Redirection Dizabled Console Redirection Enable or Disable.
Enaibdad
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3.3.11.1 Serial Port Console > Console Redirection Settings

Feature Options Description
Consode Redinsction Sattings Info anly
Terrminal Type VT100 Ermulation: ANSI: Extended ASCII char set. VT100: ASCI char
VT100+ st VT100+: Exiends VT100 to support color, funcion keys,
VT-UTF& ate. VT-UTFS: Uses UTFS encoding to map Unicods chars oo
ANSI 1 or rmore bytes.
Bits per second 8600 Selects sarial port transmission spead.
18200
3B400
a7e00
115200
Data Bits T Salect Data Bits.
B
Parity MNone Salect Parity.
Even
Odd
Mark
Space
Stop Bitz 1 Salect number of stop bits.
2
Flow Control Mone Salect flow control.
Hardware RTS/CTS
VT-UTF& Cornbo Key Suppart Dizabled Enable VT-UTFE Combination Key Suppart for ANSINT 100
Enabled terminals.
Recorder Mode Dizabled With this mode enabled only text will be sent. Thig is to capture
Enabled Tesminal data.
Resohution 100x31 Dizabled Enables or disables extendad terminal resoluson
Enabled
Legacy 05 Redinaction BOx24 On Legacy OG, the Mumber of Rows and Columns supportad
Bl25 radirection
Putty KeyPad VT100 Salect Funcionkay and KeyPad on Pulty.
LINUX
XTERMREG
2C0
ESCMN
VT400
Redirection After BIOS Post Always Enabled The Settings specify if BootLoader is selected than Legacy
BootLoader console redinection is disabled before booting 1o Legacy OG.
Default value is Alwaye Enable which means Legaacy console
Redirection is enabled for Legacy 05,
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3.3.11.2 Serial Port Console > Legacy Console Redirection Settings

Feature Description

Legacy Console Redinaction Port COoM1 Salecta COM port to deplay rediraction of Lagacy 05 and
COM2+ Lagacy OPROM Massages
COomM3

COon

3.3.11.3 ICC Configuration

Feature Description

ICC Informiation Infa anly

Mote1: The item is view only in standard BIOS default, the options can be openad by customer request if neccessary.

3.3.12 Thermal
Faature Options Description
Thiesrrra: Infor only
Active Trip Point Digablad This value controls the temperature of the ACPI Active Trig Point -
0c the point in which the OS willl tun the processor fan on Active Trip
500 Paint Fan Speed.
60 C
Toc
BMC Default
Pagsive Trip Paint Disabled This value controls the temperature of the ACPI Passive Trip Point -
BOC the point in which the OS5 will begin theotling the processor,
o
Pagsive TC1 Value 1 This value sets the TC1 value for the ACP1 Passive Cooling
Formula Range 1-16
Pagzive TC2 Value 5 This value sets the TCZ value for the ACFI Passive Coaling
Formula Range 1-16
Pagzive TSP Value 10 Ths fem sets the TSP value for the ACP| Passive Cooling Formula.
It represents in tenths of a second how often te OF will read the
temperature when passive cooling is enabled. Range 2 - 32
Crizal Trip Point Disabled This value controls the temperature of the ACPI Critical Trip Poant -
E5C the paint in which the OS5 will sht the system off_
s HOTE: 100C is the Plan Of Record (POR) for all intel mobile
B5C PrOCassors.
Watchdog ACPI Even Shutdown Disabled EnableDizable Watchdog ACP| Evan Shutdown.
Enabled
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3.3.13 Miscellaneous

Faature Description

Smart Battery Function Enabsbaxd Auto/Disable Smart Battery Function
Disabled

Trusted Compiuting Submanu

NVME Configuration Submanu

3.3.13.1 Miscellaneous > Trusted Computing

Feature Options Description
Sacurity Device Support Enabled Enables or Disables BIOS support for security devics.
Disabled When dizabled OS wil not show Security Deviee. TCG EF|
protocol and INT 1A interface will not be available
TPM State Enabled Enable/Disable Security Device. NOTE: Your Computar will
Dizabled rsboot during restart in order 1o change State of the Devics.
Panding operation None Schadule an Operaftion fior the Security Device. MOTE: Your
TPM Clear Computer will reboot during restan in order to change State of
Security Davice.
Device Start TPM 12 TPM 1.2 will restrict support to TPM 1.2 devicas, TPM 2.0 will
TPM 2.0 restrict support to TPM 2.0 devices, Auta will suppont bath with
Auto the default sat to TPM 2.0 devices if not found, TPM 1.2 devices
will be anumarated

3.3.13.2 Miscellaneous > NVME Configuration

Feature Description

NWME controller and Drive infarmation Infa Oty

3.3.14 AMI Graphic Output Protocol Policy

Feature Options Description

Intel (R) Graphics Controlar Inify Cindy

Inkel (R) GOP Driver [9.0.1042]

Brightness Saetling 255 Sat GOP Brightness valug

BIST Enable Enabled Starls or stops the BIST on the inbegrated display paneal.
Disabled
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3.4 Boot

3.4.1 Boot Configuration

Feature Options Description
Boot Configuraton Info only
Setup Prompt Timaout 1 Enable/Desable the onboard SATA contrellars.
Bootup MumLock State On Salect SATA controller mode.
Off
Cluiet Boot Desabled Enable/Tesable the PATA port. In fact this enables or disables the
Enabled SATA channel on which the onboard SATA to PATA conmvedter is
aftached._ When =&l to enabled the system boot will be delayed for
the time spacified in PATA Port Detection Timeout if no PATA
dewice is connectad.
Auito: Scan for PATA devics and enable per defaull.
CEM Configuration Submanu
Boot Option Prioritss Info only
Boot Option #1 / Boot Option 2 .. Prass [Enter] to configune the boot priority. This option allows you 1o
spacify the boot device priodty from the available UEF| applications
during systermn boot-up.
Mote: Lza thig itam bo determane system boot order from avalable
oplons
Fast Boot Disabled Define the maximurm tme to wait for drive detection on PATA port.
Enabled
SATA Suppoart Last Boot HDD Only
All SATA Devices
VGA Support Buto If zet to Auto, only install Legacy OpRom with Legacy OS5 and logo
EFI Driver wakd NOT ba shown during post
EF| driver wil lill be installed with EF1 05
USB Suppart Desabled If Digabled, all USE devices will MOT be available until after 05
Full Initial boot.
Partial Initial If Partial Irstial, USB Mass Storge and specific USB portidevics will
MNOT be available before O3 boot.
If Enabled, all USE devices will be available in 0 and Post.
P32 Devicas Support Desabled If Digabled, PS2 devices will be skipped.
Enabled
NetWork Stack Driver Support Dizabled If Digabled, MefWork Stack Driver will be skipped.
Enabled
Redirection Suppart Dizabled If desable, Redirection function will be disabled.
Enablied
MNew Boot Option Policy Default Caonitrols the placemant of newly detected UEF| boot eptionz
Place First
Placs Last
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3.4.1.1 CSM Configuration

Feature Options Description
CSM Suppon Enabled Thés aption controls if CSM will be launched.
Dizable
CSM1E Module Version Info only
GateA20) Active Upon Regquest UPON REQUEST - GA2D can be dizablad using BIOS senvicas.
Mways ALWAYS - do not allow disabling GA20; this option is usaful whan
any RT coda is executad abowe 1MB.
Option ROM Messages Forca BIOS Sel disglay mode for Option ROM.
Keep Curment
INT19 Trap Responsa Immediate BIKDS reacton on INT1S trapping by Opbion ROM:
Postponad Imrnediate: exacute the frap rght away;
Posiponed: execute the trap during kegacy bool.
Boot Option filtar UEFI and Legacy Thés option controls what devices systam can 1o boot.
Lagacy only
UEF anly
Option ROM sxecution Info only
MNetwork Do not launch Controls the execution of UEF] and Legacy PXE OpROM.
Lagacy only
UEF anly
Storage Do not lawnch Confrolz the execubon of UEF] and Legacy Storage OpROM.
UEF anly
Legacy only
Video Do not lawnch Confrols the execubon of UEF] and Legacy Video OpROM.
UEF only
Legacy only
Othar PCl devices Do not lawnch For PCI devices other than Netwark, Mass storage or Video defines
UEFI which OpROM to launch_
Legacy
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3.5 Security

3.5.1 Password Description

Faature Options Description
Administrator Password Enter password
|ser Pagsword Enter password
Secune Bool ren Subirmeni
3.5.2 Security > Secure Boot menu
Faature Options Description
Systarmn Moda Irifiy iy
Secura Boot Irfia carby
Vendor Keys Irfio candy
Sacuna Boal Disabled Sacure Boot can be enablad if:
Enabled 1_.Systern running in Uzer mode with enrollad Platferm Key(PK)
2_C5M Runction iz disabled
Secure Boot Mode Standarnd Secure Bool mode selector
Custom ‘Castorn’ mode allows usars ko change Image Executon policy and
manage Sacure Bool Keys
Key Managemant Submeanu
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3.5.3 Security > Secure Boot menu > Key Management

Feature Opticns

Description

Provigion Factory Default Keys Disabled
Enabilad

Install factory default Secure Boot Keys when system ks in Setup
Mode

Enrcll all Factory Default Keys

Forca System to User Moda:
Install all Factory Default Keys (PK KEK, db, dbi).
Change takes effact after reboot.

Save all Secure Bool vanables

Save NVRAM content of all Secure Bool varablas to the fles
(EFI_SIGMNATURE_LIST data format) in root fiolder on a target file
system device

Plationm Key (PK) Set New Key

Enroll Factory Defaults or boad the keys from a file with:
1. Public Key Cenificats in:

) EFI_SIGNATURE LIST

b} EFI_CERT_X509 (DER encodad)

) EFI_CERT_RSA2048 (bin)

d} EFI_CERT_SHAZ5E (bin)

2_ Authenticated UEF| Variable

Kay Source: Dafaull , Custom, Mixed

Set Mew Key
Appand Key

Key Exchange Keys

Enroll Factory Defaults or kead the keys from a file with:
1. Public Key Cenificate in:

a) EFI_SIGNATURE_LIST

b) EFI_CERT_X509 {DER encoded)

c) EFI_CERT_RSA2048 (bin)

d) EFI_CERT_SHAZS5E (bin)

2. Authenticated LIEF| Variable

Kay Source: Defaull , Custom, Mixed

Authorized Signatures Set New Kay

Appand Key

Enroll Factory Defaults or boad the keys from a file with:
1. Public Key Cenificats in:

a) EFI_SIGNATURE _LIST

b} EFI_CERT_X509 (DER encoded)

) EFI_CERT_RSA2048 (bin)

d) EFI_CERT_SHAZ56 (bin)

2_ Authenticated UEF| Variable

Kay Sounce: Default , Custom, Mixed

Forbidden Signatures Set Mew Kay

Appand Key

Enroll Factory Defaults or kead the keys from a file with:
1. Public Key Cerificate in:

) EFI_SIGNATURE_LIST

b} EFI_CERT_X509 {DER encoded)

c) EFI_CERT_RSA2048 (bin)

d) EFI_CERT_SHAZ5E (bin)

2_ Authenticated UEF| Variable

Kay Source: Dafaull , Custom, Mixed

Authorized TimaStamps Set New Key

Appand Key

Enroll Factory Defaults or load the keys from a file with:
1. Public Key Cenificate in:

a) EFI_SIGHNATURE_LIST

b} EFI_CERT_X509 (DER encoded)

c) EF|_CERT_RSA2048 (bin)

d) EFI_CERT_SHAZ5E (bin)

2. Authenticated LIEF| Variable

Kay Source: Dafaull , Custom, Mixed
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3.6 Save & Exit
3.6.1 Reset Options

Feature

Save Changes and Raset

Options

Save changes and reset the
SySiem.

Description

Save Changes and Resat

Discard Changes and Resad

Raset the system without
saving any changes.

Digcard Changes and Reset

3.6.2 Save Options
Feature Options Description
Save Changes Sawe Changes done 50 far to any of the sefup oplions.
Discard Changes Dizgcard Changes done 2o far 1o any of the satup optons.
Restors Defaults Restore/Load Defaull values for all the setup options.

Save as User Defaults

Sawe the changes done 50 far a5 User Defaults.

Restore Lsar Defaults

Restore the Uzer Defaults to all the satup options.
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